= GOYERMNMENT OF PAKISTAMN {_ﬁ;{}
@E} MATHINAL DATA BASE REGISTEATION AUTHORITY e T ol
e {Headguarters, G=5/2 Islamalbad) roDEA

MNADRA invites applications from qualified individuals for following positions on contract basis
initially for a period of three yvears (extendable if required):-

Minimum Qualification Ha::;;um Experience
16 Years Education in Minimum 02 YEArS of oSt
fnmputer 5':';5“‘. qualification relevant

Information Technology, experience in a reputahle

S0C L2 Analyst 30 A i

¥e Information Security, Years organization, International
Software Engineering standard certification is highly

from HEC Recognuzed desirable,
University

Key 8kills & Reguirement:
¢ Al least Two years of experience in SOC operations [ Analysia
e Excellent knowledge of TTPs used by attackers
«  Hands-on experience of any SIEM & IR platiorm
o Hands-on experience of writing regular expressions

16 Years Education in _'_ Minimum 03 years of post
Computer Sciences, | qualification relevant
B0C L3 Information Technology, 35 experience in a reputable
Analyst Information Sccurity, Years organization. Intemational
Software Engineering from atandard certification is highly
HEC Recognized University desirable,

Key Skills & Requirement:
« AR least Frve yvears of experiencs in SO0 operations / Analysis
e AL least Threee years of experience in S0C L2 role
e Hamds-on experience of Incbdent Response Life Cycle

16 Years Education in Minimum 03 years of post-
Computer Sclences, qualification relevant
Digital Forensic Information Technology, a0 experience in a reputable
Specialist Information Security, Years organization. International
Software Engineering from standard certification is highly
HEC Recognized University desirable.

Hey Skills & Requirement:
# Al least Three years of experience in Digital Forensics & Incident Response Role
¢ Experienee in forensics, malware analysis, threat intellipenee
s Experience in system recovery and examination of data from computers and other electronic storage

devices
16 Years Education in | [ Minimum 03 years of post-
Computer Sclences, qualification relevarnt
Threat Analyst Information Technology, 35 experience in a reputable
/ Information Security, Years organization. International
Scicntist Soltware Engineering from siandard certification s hlg!ﬂ}'
HEC Recognuzed University desirable.

Key Skills & Requirement:
e AL least Threee years of Experience in Threat analvsis & detection mile writing
*  Experience in technical risk assessment & control recommendations

&«  Enowledge of Detection Engineering, Security Architecture and Complete Cyber Threat Lifecyele

16 Years Education in 1 Minimum 02 vears of post-
Computer Sciences, gqualification relevant
Database Information Technology, 15 experience in a reputable
Security Information Security, \'1:=E.er. arganization. International
Analyst Software Engineering from standard certification is highly
HEC Recognized University desirable.

Koy Skills & Requirement:
+  Knowledee of SQL Language, Data Modeling, Databaze Catalogs, Schema
* Hands on in design,. implementation, installation/configuration and administration of Data Security
Moniloring (odls

16 Years Education in Minimum 03 vears of posi-
Computer Sciences, qualification relevant
Application Information Technology, as experience in a reputable
Security / Information Security, A organization, International
Fen Tester Holtware Englﬂttl‘il‘lg [T it] ) standard certilication 15
HEC Hecogmaed University highly desirable,

=  Web Application Secunty and vulnerability assesament

+  Expenence in APl Securnity Lesting

* Hands on expericnce of penetration testing tools
16 Years Education in

Computer Sclences,
Information Technology,

Minimum 03 years of paost
guialification relevant

i Information Security, a0 SEEPREINENCE- ) ), PRIt
Security GRC Software BEnxinssrin Y organization. Intermational
Analyst E E standard certification is

from HEC Recognized
University

| Key Skills & Requirement:
+* Expericnce in Implementation [/ Aoditingg of diflerent saecurity standards like [S02700 ], BOM, |
Risk Management and organizational security policies eto.

highly desirable,

+ Conduct IT General Controls and Application Audit and complinnce, pericdically

16 Years Education in

Computer Sciences, Manimum O years ol
Infoarmation post-gualification relevant
Information Security Technology, 25 experience in a reputable
GRC Specialist Infarmation Security. YeATE organization. International
Software Engineering standard certification is
Iroam HEC Reoognized highly desirable.
University

Key Skills & Requirement:
& A skilled information security professiondal with a strong governance, risk and complinnce
background
- Proviesn expericnce in GRC Irameworka inclucding PCI DSS, MNIST and 15027001

= Conduct sccurily risk spacesment of infrastracture, notworks, web applications, mobile applications

afid BlRiNeRA Chiéd

16 Years Educntion in

Computer Scienoces, Minimum 06 yenrs of
Infarmation e posi-gualification relevant
Technology, =3 experience in a reputable
BCF DR Bpecialist Information Security, Y - organization. Intermationnl
Software Engineering standard certification is
from HEC Recopnized highly desirable,
University
Koy Skills & Requirement;
- Provade expertias and ensure accurate |/ tmely complevion of business impact apalyais (BIA) and

business continuity plans (BCP
s Ouddes emplovees 1o uee Wals and emplates in designing plan developmaent and secovery slratlegics
& Asscsses Dusiness contkealty nnd disasier recoverny planns to verly compbanoe wilh governnnes

Terms & Conditions

1. Management reserves the right to accept/reject any applhication without assigning any
FEAROn.

| I::I|'!||_'..' ahortligted candidates will be called for interview,

3. Candidate shall be disgualified if false information is provided,

4. Females and Transgender are encouraged to apply.

5. 5 years” relaxation in age will be given as per Govt. Rulesa.

6. No TASDA will be admissible.

7. Interested candidate ITLEY apply through MADRA's wihaite;

https: /www nadra,.gov.pk/eareers/  within 15 davs of this  sadvertisement,

Applications/CVs (hard form) are not accepted,

HR Directorate
NATIONAL DATA BASE REGISTRATION AUTHORITY

States Bank of Pakistan Shahrah-e-Jamhuriat, Sector G=-5/2
Islamabad ' Phone # 051-051-90392385




